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Why digital trust
truly matters

Consumer faith in cybersecurity, data privacy, and responsible Al hinges on
what companies do today—and establishing this digital trust just might lead to
business growth.




The results of our survey of more
than 1,300 business leaders

and 3,000 consumers globally
suggest that establishing trust in
products and experiences that
leverage Al, digital technologies,
and data not only meets consumer
expectations but also could
promote growth. The research
indicates that organizations that

are best positioned to build digital
trust are also more likely than others
to see annual growth rates of at
least 10 percent on their top and
bottom lines. However, only a small
contingent of companies surveyed
are set to deliver. The research
suggests what these companies are
doing differently.

670

of consumer respondents make online
purchases at least weekly
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Consumers value digital trust —\
/ d
Consumers report that digital trust truly matters. They want companies to provide clear /_\ \
information about their Al and data practices, they expect rigorous data protections to be in /
place, and they will make purchase decisions based on these premises. \

Consumers want transparency about digital policies . . . / ﬁ
of respondents say that of respondents say that G / / !
/

knowing a company’s data knowing a company’s
privacy policies before making Al policies before making /
a purchase is important ///

a purchase is important
Among several segments, this figure increases to

often or always consider another
brand if the one that they are
considering purchasing from is
unclear about how it will use
their data
o, o,
58% 56%

of Asia—Pacific of those buying on behalf of of millennial and Gen Z
respondents their organizations respondents

85%

... and clarity about how their data will be used.

They consider trustworthiness and data protection to be nearly as important as price and delivery time.

Factors important

to buying decision, 94 93 92 92
% of respondents I I 87

Price Description [OIVE[13% Convenience Ethical and Amount of personal Speled
trusted reputation  data required of delivery

Many will only buy from companies that are known for protecting consumer data . . .

Among several segments, this figure increases to

of Latin and South of those buying on behalf of millennial and
American respondents of their organizations Gen Z respondents

make online purchases or use
digital services only after
making sure that the company
has a reputation for protecting
its customers’ data

... and they’ll stop buying from a company if it violates digital trust.

Stopped doing business with a company that was not protective of customer data, % of respondents
Often . In the past
n - n In the past year, at least 1in 10 of all n 12 months h
respondents stopped doing business with a
40 52 company either because they disagreed with 14 10
its ethical principles or because they learned
of all of B2B of a data breach, even when they didn’t due to disagreeing with after learning of a

respondents purchasers know if their own data had been stolen. ethical principles data breach

Source: McKinsey Global Survey on Digital Trust, 3,073 consumers, May 2022
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Consumers believe that companies establish
a moderate degree of digital trust

When it comes to how organizations are performing on digital trust, consumers express a surprisingly high
degree of confidence in Al-powered products and services compared with products that rely mostly on
humans. They exhibit a more moderate level of confidence that the companies they do business with are
protecting their data. For organizations, this suggests that digital trust is largely theirs to lose.

More than two-thirds of consumers say that they trust products or services that rely mostly on Al the

same as, or more than, products that rely mostly on people (Exhibit 1). The most frequent online shoppers,
consumers in Asia—Pacific, and Gen Z respondents globally express the most faith in Al-powered products
and services, frequently reporting that they trust products relying on Al more than those relying largely on
people—41 percent, 49 percent, and 44 percent, respectively.

However, these survey results could be influenced, at least in part, by the fact that consumers may not
always understand when they are interacting with Al. Although home voice-assisted devices (for example,
Amazon’s Alexa, Apple’s Siri, or Google Home) frequently use Al systems, only 62 percent of respondents
say that it is likely that they are interacting with Al when they ask one of these devices to play a song.

While 69 percent of consumers think that, in general, companies care more about profiting from their data
than protecting it, most respondents have confidence in the companies they choose to do business with.
Seventy percent of consumers express at least a moderate degree of confidence that the companies they
buy products and services from are protecting their data.

And the data suggest that a majority of consumers believe that the businesses they interact with are being
transparent—at least about their Al and data privacy policies. Sixty-seven percent of consumers have
confidence in their ability to find information about company data privacy policies, and a smaller majority,
54 percent, are confident that they can surface company Al policies.

Exhibit1

Most consumers trust products and services that rely on Al as much as, or
more than, those that rely on people.

Trust in products or services that rely on Al compared with those relying on people,' % of respondents

28 36 32
I

Less trust in products/ Similar trust in More trust in products/
services relying on Al products/services relying on Al services relying on Al
"We asked respondents to complete this sentence: “I trust products and/or services that mostly rely on artificial intelligence technology those that

mostly rely on people.”
Source: McKinsey Global Survey on Digital Trust, 3,073 consumers, May 2022
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Sidebar

Where consumer digital hygiene could use a cleanup

Much like businesses, a majority of engage with their customers to help them Younger consumers are particularly likely

consumers believe that they are taking the better help themselves. to report high confidence in their ability

appropriate steps to protect themselves to secure their data—while being more

from digital threats, yet their behavior Seventy-seven percent of consumers say likely to engage in risky behaviors than

suggests otherwise. This presents that they have at least a moderate degree protective ones. They are also more likely

organizations with the opportunity to of confidence that they are adequately than other generations to store sensitive
protecting their personal information from information online (exhibit).

being stolen or misused online.

Exhibit

People are more likely to engage in risky online behaviors than protective ones.

Protective and risky consumer online behavior @ Genz ® GenX
by generation, % of respondents ® Millennials @ Boomers
PROTECTIVE RISKY
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Followed up Paid for Tried to delete Gave website/ Gave website/ Used digital
with company service with personal info app access to app access to service/app
to ensure better from a company personal personal info in without knowing
personal info security when whose products contacts in exchange for how company
deleted free version | stopped using exchange for value (eg, would use
was available free use of discounts, use my data or
service of service) activities

Type of data consumers saved on a company website by generation, % of respondents
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o ©
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0 | { 0
Demographic Financial Passwords Personal ID

Source: McKinsey Global Survey on Digital Trust, 3,073 consumers, May 2022
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Most businesses are failing to protect against
digital risks

Our research shows that companies have an abundance of confidence in their ability to establish digital
trust. Nearly 90 percent believe that they are at least somewhat effective at mitigating digital risks, and a
similar proportion report that they are taking a proactive approach to risk mitigation (for example, employing
controls to prevent exploitation of a digital vulnerability rather than reacting only after the vulnerability

has been exploited). Of the nearly three-quarters of companies reporting that they have codified policies
on data ethics conduct (meaning those that detail, for example, how to handle sensitive data and provide
transparency on data collection practices beyond legally required disclosures) and the 60 percent with
codified Al ethics policies, almost every respondent had at least a moderate degree of confidence that
those policies are being followed by employees.

However, the data show that this assuredness is largely unfounded. Less than a quarter of executives report
that their organizations are actively mitigating a variety of digital risks across most of their organizations,
such as those posed by Al models, data retention and quality, and lack of talent diversity. Cybersecurity risk
was mitigated most often, though only by 41 percent of respondents’ organizations (Exhibit 2).

Exhibit 2
Few respondents report that their organizations are mitigating digital risks.

Digital risks that organizations are actively mitigating,

0 M Across the entire Across most of
% of respondents organization the organization
Cybersecurity Data privacy IT operations Data quality Cloud migration

. . B
33-41 23-31 19-26 15-23 14-20
Cloud configuration Data retention Data utility Al explainability Al model

100%
13-18 12-18 1-18 17 -
Operating Skill sets of Organizational Tech service Diversity of
model digital talent design and structure delivery digital talent -
100%

a1

-8

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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Given this disconnection between assumption of coverage and lack thereof, it’s likely no surprise that
57 percent of executives report that their organizations suffered at least one material data breach in the
past three years (Exhibit 3). Further, many of these breaches resulted in financial loss (42 percent of the
time), customer attrition (38 percent), or other consequences.

A similar 55 percent of executives experienced an incident in which active Al (for example, in use in an
application) produced outputs that were biased, incorrect, or did not reflect the organization’s values.
Only a little over half of these Al errors were publicized. These Al mishaps, too, frequently resulted in
consequences, most often employees’ loss of confidence in using Al (38 percent of the time) and financial
losses (37 percent).

Advanced industries—including aerospace, advanced electronics, automotive and assembly, and
semiconductors—reported both Al incidents and data breaches most often, with 71 percent and 65 percent
reporting them, respectively. Business, legal, and professional services reported material Al malfunctions
least often (49 percent), and telecom, media, and tech companies reported data breaches least often

(55 percent). By region, Al and data incidents were reported most by respondents at organizations in Asia—
Pacific (64 percent) and least by those in North America (41 percent reported data breaches, and 35 percent
reported Al incidents).

Exhibit 3

More than half of executives reported a recent data breach or Al incident.

At least 1 data breach and effects in the At least 1 Al incident and effects in the
past 3 years,' % of respondents past 3 years,' % of respondents

Suffered Suffered

non- Suffered non- Suffered
No publicized  publicized No publicized  publicized
breach breach(es) breach(es) incident incident(s) incident(s)

0
. 57% 55%

]

Financial

Diminished employee
losses confidence in usin Al
attrition losses
S rtion
of brand value Measurable loss
of brand value
nment ines [ NMNE

) 37 Regulatory/

government fines government fines
Ending of third- Ending of third-

party partnerships party partnerships

"Figures do not sum to 100, due to exclusion of those who answered “Don’t know.”
Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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McKinsey commentary

Liz Grennan
Associate partner, Stamford, CT

Consumers are only just beginning to learn how their data are used, the value this
information provides to companies, what digital identity is, and what is or isn’t Al. Given
that other surveys, such as the Edelman Trust Barometer,' show that people in general
trust businesses above all other institutions right now, it makes sense that many
consumers today simply trust companies to do the right thing on these fronts.

We have seen, however, that with awareness comes heightened concern about these
issues. The survey results corroborate this: those who are more digitally savvy or are

part of generations that were raised on digital are more likely to consider these issues on
par with typical buying factors such as price when making (or discontinuing) purchases.
Sales, marketing, and operations teams are likely spending time every day discussing
the impact that factors such as pricing and delivery times have on customer behavior; the
survey results suggest that it is time to ensure that digital trust is incorporated into these
conversations as well.

Additionally, the companies that are doing more to build trust and are communicating
this effectively to consumers will likely shift the landscape of consumer expectation

even further. As an analogy, consider the increased awareness around the use of trans
fat—built up largely through scientific research and company action—and how many food
companies now print “no trans fat” on their labels. Consumers are now attuned to looking
for trans fats and avoiding them. Those who fail to address trust risk getting “canceled”

in consumers’ minds. While we see many consumers still using products from companies
that have arguably violated trust, we're seeing this slowly start to shift, which the survey
results confirm.

12022 Edelman Trust Barometer, Daniel J. Edelman Holdings, March 10, 2022.
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Digital-trust leaders lose less and grow more

Digital-trust leaders are defined as those companies with employees who follow codified data, Al,
and general ethics policies and that engage in at least half of the best practices for Al, data, and
cybersecurity that we asked about. These companies are outperforming their peers both in loss
prevention and business growth.

Loss prevention. The companies doing the most to establish digital trust are less likely to have experienced
anegative Al incident in the past three years. Forty percent of digital-trust leaders experienced an adverse
eventin the past three years versus 53 percent of all other institutions. Leaders in digital trust are also less

likely to have suffered a data breach, though the difference is less stark: 49 percent versus 57 percent of all
others (Exhibit 4).

Growth. Digital-trust leaders are 1.6 times more likely than the global average to see revenue and

EBIT growth rates of at least 10 percent. In fact, with every step of progress a company makes toward
establishing robust digital trust, we see a correlative increase in the likelihood that a company reports
these higher revenue and EBIT growth rates (Exhibit 5). For example, simply codifying ethical conduct,
rather than not doing so, is commensurate with higher growth. Making a further commitment to digital
trust by incorporating these policies into mission statements correlates with still higher propensities for
better growth. And adding in specific best practices in cybersecurity, data protection, and the provision of
trustworthy Al increases the likelihood of higher growth further still, with more practices leading to more
likelihood for such growth.



Exhibit 4

Companies most committed to digital trust are less likely to have suffered
a recent data breach or Al incident.

Data breaches and effects in the past 3 years, % of respondents

Trust leaders 49
(n=63) ®

Everyone else
(n=1,270) @ 57

Al incidents and effects in the past 3 years, % of respondents

Trust leaders 40
(n=63) ®

Everyone else @ 53

(n=1,270)
-13

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022

Exhibit5

The more committed a company is to establishing digital trust, the more

likely it is to have a high growth rate.

o R ® EBIT
Financial performance (210% annual growth in past 3 years), evenue

% of respondents

80 — — 80
N . J—
®
60 — ® ¢ — 60
® ® ® ®
I A ) 40
20 — — 20
0, T O
Everyone Codified' Codified, Codified, Codified, Codified,
confident? confident, confident, confident,
committed® committed, committed,

>95% actions*  >50% actions®

"Has codified ethics policies for data, Al, and core values. 2Codified and confident that employees will follow those data, Al, and core ethics policies.
3Codified, confident, and has incorporated those policies in its mission statement. *Codified, confident, committed, and following through with at least
25% of the best practices for data privacy, Al, and cybersecurity. °Codified, confident, committed, and following through with at least 50% of the best
practices for data privacy, Al, and cybersecurity.

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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What digital-trust leaders do ditferently

Alook at the practices of digital-trust leaders shows that their success starts with goal setting. First,

they simply set more goals—leaders in digital trust set twice as many goals for trust building (six) than all
other organizations. They are also more likely to focus on value-driving goals—particularly, strengthening
existing customer relationships and acquiring new customers by building trust and developing competitive
advantage through faster recovery from industry-wide disruptions (Exhibit 6).

Exhibit 6
For digital-trust leaders, success starts with goal setting.
Goals for digital-risk management, average number per respondent

Trust leaders | 50500y oy e 5.8
Everyone else [N I I B .2

Goals for risk mitigation, % of respondents who ranked them as a top 3 goal

Drive value Reduce risk
60 — 60
51
50 — @ 44 " 50
® 41 40
® ® 37
40 — 40 — @ 34
33 3 31 @ 33
29 28 30
30 — 30 26
19
20 — 20
10 — 10
O T T T T T 1 O T T T
Improve Strengthen Develop Increase Reduce Comply with Reduce Reduce
operational relationships  competitive ~ employee  operational regulations  financial risks nonfinancial
performance  with existing advantage adoption  costs (eg, by (eg, General (eg, market, risks (eg,
(eg, by using the customers  through faster  of digital  standardizing Data Protection credit, employee
most accurate and acquire recovery from technologies processes) Regulation, operational) safety, envi-
Al decision new ones by industry-wide Schrems Il) ronmental or
models) building trust  disruptions social impact)

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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As digital-trust leaders pursue these goals, they are more likely to mitigate every single digital
risk we asked about, from the most obvious, such as cybersecurity, to the less so, such as those
associated with cloud configuration and migration (Exhibit 7).

And while, by definition, digital-trust leaders engage in at least half of all the Al, data, and
cybersecurity practices we asked about, they are also about twice as likely to engage in any—and
every—single one (Exhibit 8).

Exhibit 7

Digital-trust leaders are often twice as likely to mitigate a variety of
digital risks.

Digital risks that organizations are actively mitigating,
% of respondents

M Trust leaders M Other organizations

2.9%

Operating model Tech service delivery  Cloud configuration Al model Cloud migration

Data retention Skill sets of Organizational IT operations Diversity of
digital talent design and structure digital talent

Cybersecurity Data privacy Data quality Al explainability Data utility

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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Exhibit 8

Digital-trust leaders engage in a variety of best practices more often than others.

Engagement in data privacy practices, % of respondents

We have policies for data storage and access

We thoroughly assess privacy risks when using external data

We ensure meaningful due diligence on third-party personnel and/or
vendors before they have access to client data and/or data systems

We have procedures to handle data privacy breaches

We have continuous efforts to ensure that strategies to mitigate
data privacy risks are up-to-date

We use metrics to ensure that strategies to mitigate data privacy
risks are working appropriately

We identify data risks in relevant projects and/or products

Engagement in Al ethics practices, % of respondents

We have outlined clear standards and thresholds for Al risk

We conduct network testing to proactively identify vulnerabilities

We have established consistent processes to identify Al model failures

We have clear processes for tracking users’ consent before
using their data in Al models

We have automated our Al-model-monitoring system to help
identify potential model failures

We vet third-party personnel and/or vendors prior to using
their Al platforms and/or services

We document our organization’s Al-model-development
protocols and/or practices

Engagement in cybersecurity practices, % of respondents

We use automated tools to prevent cyberrisks, enhance
security, and/or reduce overhead

We integrate security considerations when designing new technology

We deploy active defenses against cyberthreats

We have an incident-response program, including regular testing

We protect all sensitive and/or personal data from exposure to cyberthreats
We implement end-point malware-prevention solutions

We integrate cyber resilience into enterprise-wide processes

0

0

20

20

20

40

40

40

@ Trust leaders

60

60

60

@ Other organizations

80 100

80 100

80 100

Note: For space considerations, practices shown are a subset of practices asked about and reflect those followed most often by digital-trust leaders; however, all practices

were engaged in by at least 65% of trust leaders, who did so more often than all other organizations.

Source: McKinsey Global Survey on Digital Trust, 1,333 C-suite and senior executives responsible for risk and technology, May 2022
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McKinsey commentary

Jim Boehm
Partner, Washington, DC

Perhaps it is not surprising that the companies that are good at building digital trust are
also more likely to experience the best financial performance. We wondered if the reason
for this is because these companies simply execute better, and that sound execution
results in trust. But the difference in the nature and number of their goals, as well as

their commitment to most best practices, suggest a deliberate focus on a trust-building
strategy and on performing with superior resilience during periods of great disruption. Our
final conclusion is that in a digitally connected and data-driven world, achieving digital
trustis a major strategic imperative and a huge business differentiator.

Managing trust can no longer focus solely on protecting against “what if” scenarios.
Rather, executives need to think about trust in terms of what more can it enable us to

do. Companies that build trust relationships with their customers can, for example, use
datain broader, more creative ways to craft even more personalized services with higher
conversion rates. In a separate analysis we are running, early results show that trusted
brands have outperformed untrusted brands by a meaningful margin over the past five
years. The picture is becoming clear that digital trust conveys an economic benefit.

One thing that did surprise and concern me is the lack of awareness among companies
around what “good” looks like when it comes to building digital trust, particularly around
cybersecurity. This is generally considered to be a more mature risk vector, but clearly
we have more to do there, and we should widen the aperture to include adjacent areas in
Al and data.

The takeaway from this research is clear: consumers are putting the safety of their digital
identity in the hands of businesses they trust. Companies with digital products and
services should prioritize measures that help maintain consumer trust. The practices we
asked about for this survey, which we culled from best-of-breed institutions, suggest
places to start. At the end of the day, building digital trust not only is the right thing to do
but also offers the potential to unlock a future horizon of growth, making it a win—win for
customers and organizations alike.

16 Why digital trust truly matters



Why digital trust truly matters




Designed by McKinsey Global Publishing
Copyright © McKinsey & Company.

McKinsey.com/Digital

¥ @McKinseyDigital
[ McK.com/Digital

Find more content like this on the

McKinsey Insights App

oi"( g ﬁ&&( ﬁl
. McKmsey
& Company

Scan « Download « Personalize

& &

e




